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Summary

Secure Remote Desktop Access with Series A

Easily Access Physical, Virtual and RDS-Driven Desktops

AEP Series A Secure Application Access provides the most versatile access to user desktops by
delivering comprehensive access support in a single appliance. Whether you need access to a
physical desktop, virtual desktop or remote desktop services-driven desktops, Series A delivers
custom-tailored access to virtual and physical desktops and specific terminal services-based
applications. All you need is a web browser and an Internet connection. And, the icon-driven web

portal page makes it easy to use.

With Series A's MyDesktop feature, IT staff can quickly set up direct, secure access to many
user desktops. Initial configuration and ongoing management via Active Directory and Series A
eliminates the need to perform redundant, time consuming administration. And, users connect to
their desktops securely with just one simple, intuitive click.

Key Capabilities

Comprehensive Desktop Access Solution: One Series A
delivers secure access to many types of desktops: virtual
(VDI); physical; and terminal services-driven desktops
(Windows RDS, Citrix XenApp).

MyDesktop: Set up access for a large number of users to
their individual office desktop PCs in minutes.

Built-In Client Security: Ensure remote computers adhere
to corporate security policy. Verify the health and identity
of client computers before allowing access.

Ease of Use: Familiar, icon-driven webtop delivers a
single page for access to various desktop types.

Easy to Set Up: Simple, web-based administration. Fast
setup and deployment. No network downtime. Leverages
security policies already in place.

Series A Virtual Edition available. Choose from a hardware
or virtual solution.
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Security Features

SSL encryption for secure connections.

Strong, two-factor authentication support (RSA, VASCO—
built in server).

Application Layer Proxy— Applications remain safe on
the server and are never directly exposed to the public
network.

Device Fingerprinting — Limits access to pre-approved
client devices.

No new firewall ports — SSL traverses standard https ports
already open for Web traffic.

Layered Authentication — Flexible, V-realm framework
combines numerous protocols: RSA SecurlD®, LDAP,
Windows® NT®, RADIUS, Windows Active Directory,
Kerberos, ActivCard (Smart Cards), and more.

FIPS 140-2 Level 4 option — Security at the highest FIPS
level.
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