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I Basic Concept: provision of IT services over the
Internet

I Various offerings that combine to offer Cloud
A SaaS: Software as a Service

A PaaS: Platform as a Service
A laaS: Infrastructure as a Service
| Basic requirements:

A Cloud Data Centers: to house servers, store data and
host software services

Alnternet Access: customer
cl 1 en P a dDpmd Tablets etc)
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I Cost reduction: both capital expenditure and
operational expenditure

I Flexibility: to meet changing demand for IT
services and facilitate flexible working
environment

I Environmental: reduced carbon footprint of IT
Industry and businesses

I So Is Cloud Computing actually different to
outsourcing?
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Public Cloud Computing

Private Cloud Computing

Charging model:

generally a commoditised rate charged on
a out i-usabbsisd6 per

more complex charging model with greater
triggers for imposing additional charges (e.g.
change control)

Customization:

generally a oOone to
tailored for individual customers

supaliery devel®pecustom sokutioms dot
customers

Software: A generally 'off the shelf' software hosted | Agenerally a range of packaged and bespoke
and maintained by the supplier and software (as well as the your legacy
accessed remotely by the customer software) which may be hosted remotely or

on the customer's local computer systems
A software continually updated free of Aupdates generally subject to charges
charge

Hardware: supplier generally owns the hardware to supplier generally takes over the customer's

host the applications / platforms and does
not take over the customer's legacy
system

legacy system




S aep

Public Cloud Computing Private Cloud Computing
Data: Astored on supplier dsAdemwear spri ot sasestresdd e sdearf v
centres and often stored together with mi xed with other custjol
other customerso data
Aless transparency and certainty for the A greater transparency and certainty for the
customer concerns (e.g. data handling, customer less concerns (e.g. data handling,
storage, security) storage, security)

So what will be reality for most of us?

Hybrid Clouds

The mixture of Public Cloud, Private Cloud and Enterprise Computing
)



I Security ...... of course!

I Or for us to continue with the Cloud utility
model a new term

SECaaS: Security as a Service
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$217 billion by 2014

ARnPegged to grow at -2084chiCiabdrt f r om 2
t wice the rate of the over al l I

Source: Forrester June 2010
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A We developed a New Market Differentiating

Service for Cloud Service Providers
I The first to offer Security as a Service (SECaaS)

AAddress Customer so SiEES

I Lock down client access to the cloud
» Client Security, Network Security, Application Security

A Increase Business Profitability
I Efficient, subscription-b a s e d , Apay as you
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Main Barrier to Growth

Trust and Security Concerns

I Security concerns slow adoption
of cloud-based services

I Slow adoption affects Enterprises benefitting
from the potential cost savings

n74 percent of IT departments still believe that there is always a trade-off

bet ween cost and | T s ecurit
d Mimecast Cloud Adoption Survey July 2010 }
N 5 .
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AEP CloudProtect for Cloud Service Providers

A Increase Customer Confidence with Added
Security
I Employs highest level of security to maintain trust
I Follows industry recognized best practices

— .
A Utility Model Pricing | | q ‘

I Fits as the security wrap
around to Cloud

I Builds on top of laaS and SaaS
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CloudProtect Provides SECaaS

I Secures CSA critical areas of cloud computing
I Offers best in class application security solution

I Enables Cloud providers to scale application
security on demand as you request it

i Costfriendly iPayasyougoo ut i | 1ty €«
model
» Pay only when you start using the service
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Relying Solely On the Application for
Authorization & Security Is Risky

Vulnerability and Threat Categories
JAN-OCT 2007

Symbolic Link
Exploit System Trust
Virus

B Misconfiguration

Application Trojan Horse Hidden application
logins = Spoofing vulnerability, O/S exploits,

m Backdoor Trojan

should not Directory Traversal and unauthorized user

Multiple Vulnerabilities |

be the first Format String access will always exist
Worm

or on Iy I | ne m Unauthorized Access

Security Solution Weakness
Of defense = Software Fault (Vul)

m Cross-Site Scripting

® Information Disclosure
Privilege Escalation
Arbitrary Code Execution

B Denial of Service

m Buffer Overflow

0 100 200 300 400
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CloudProtect Application Security

rotect
10ud?1C .ct))
Y
Client Service Provider
Client Security Network Security Application Access Security
uClient machine ’ uSSL Encryption unified application access uReporting
aFAYISNLINR Y UAY (Data leak protection wWindows RDS, Citrix aniversal Printing
wCache cleaner wrunneling Services XenApp, Mainframe, UNIX,
oQuarantine uBecurity Policies etc. o
wAntivirus & antispyware uSecurity Policies
checks uSecurity Zones

widle Timeout
uStrong authentication
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A Eliminate These Costs from Cloud Provision:

I Dedicated hardware appliances
» Spin up CloudProtect virtual machines as needed

I Unnecessary costs from over (or under) estimating need
» Hardware capacity; user licenses

A Better for Cloud Users

I You are only charged for what has been used rather than what
may be used

A Fully Leverage The Cloud Virtualization Environment
I No need for dedicated hardware '
I Save on power and cooling costs
I Save rack space
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A Build Cloud Confidence with SECaaS

b Answers customer concerns about cloud computing security

A Rapid Elasticity

b Immediate response to change in your access
needs

A Highly Secure Solution
L Can be secured at highest level:
FIPS 140-2 Level 4

A Hypervisor Independent
b Supports VMware ESX/ESXi, Microsoft Hyper-V, Linux Xen

15
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A Subscribers Pay as They Go
b Subscribe to only the amount of application security you need
b No more purchasing traditional hardware and licenses usually
bundled per device or user
b No hardware/software procurement, maintenance or upgrade costs

A Predictable IT Expenditure
b Turn otherwise variable costs into predictable monthly payments
based on real usage
b Reduce over-budget IT project surprises

A Outsource Expertise
b Reduce or eliminate the need for a business to employ security
administrators, support or help desk staff

A On Demand Scalability

L No need to purchase and maintain hardware in advance to support

cyclical demands or increased business grow
16
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A AEP also offer all the features of CloudProtect as
an Enterprise Virtual or Hardware Appliance

A AEP Series A Secure Application Access Appliance
shares all the features of CIoudProtect

A Packaged to allow economical delivery of Secure
Application Access

A
A

for both Local and Remote users of your Data Center
Can be used to provide a Secure consolidated view of your
own Applications and any Public Cloud Services you may.

want to offer
17
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AEP Networks provides trusted security
everywhere and secures data and voice
communication regardless of device,
environment or location. Delivering proven
security architectures to more than 5,000
organizations all over the world including
governments, enterprises and carriers.

Cloud Security Alliance (CSA) Member ~5 4

e oD
I Committed to best cloud security practices

CORPORATE MEMBER
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Thank You
Please come and see us at
Booth #606

www.aepnetworks.com

Trusted Security Everywhere



